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European Student Card (ESC)  specific features 

A smart card chip storing 
identification data. It can 
be used like the QR code 
but also grants access to 
potential additional 
services.  

A specific holographic 
logo, to facilitate visual 
authentication and help 
prevent forgery. 

Written personal information 
that can be matched to other 
identification documents for 
more security 

The QR code, unique for each 
card, that can be read by any 
proper device to check the 
card validity in an online 
registry. 
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The European Student Card System - ESC 
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HEI 

Services opened to foreign students carrying a 
European Student Card 

To use student 
cafeteria 

To use libraries 

Access to facilities 

Define what are the services 
that are available to any 
student carrying an ESC.  

Then, for each service: 
•  define requirements 

regarding the card  (ESC 
components, photo …) 

• Define additional documents 
that may be required to 
deliver the service (additional 
piece of ID, contribution etc.) 

… 
Other 
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Project’s scope 

None 
(proof of concept 

and workshop 
only) 

Student 
authentication 

Service only 

Data exchange 
Card dematerialization 

Add-on services 
… 

Step 0  
Pilot phase 

Step 1 
First 

generalization 
step  

Step 2 (and further) 

Additional services 

Services 
avalables  
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How It works and how is it used ? 
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Each HEI keeps the full control over the card production for its 
students 

Main rules and principles  
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How is the card issued ? 

Card manufacturer 

HEI 

European student cards 
registry (ESC-H) 

Student 

❶ Card 
manufacturing 

Holographic logo 
printing (~10 cent/card) 

UUID generation 
QR code printing 
DEU Info zone gets 

written on the smartcard 

❷ Card 
customization 

Photography 
printing 

Student data 
printing 

Card is recorded in 
the CMS 

Card UUID gets 
associated to the 
student 

❸ Card 
recording in 
local CMS 

 ❹ Card 
delivery to the 
student 

❹ Card 
recording in 
ESC-H 

Card 
Management 

System 
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In the context of the implementation of the ESC project, each HEI 
is responsible for ensuring full conformity to all aspects of GDPR 

(General Data Protection Regulation)  

Main rules and principles  
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What information is stored and where ? 
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The implementation of the ESC-R router enhances the efficiency 
of the system and reinforces trust in the ESC.  

Main rules and principles  
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Available option for interoperability 
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Available options for card production 
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In addition to the items mentioned, HEI keeps the control over the 
design of the card and decides what information is written on it  

Main rules and principles  
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The European Student Card life cycle 
Deletion 

There can be multiple reason why  a card needs to be terminated but no justification is 
required. 

Deletion record holds minimal information (HEI PIC Code, ESC identification and 
timestamp), to allow the system to notify that the card is inactive rather than inexistent. 

 

European student 
cards router (ESC-R) 

❷ Provides ESC 
information 

Student 

❹ Notifies the student 

❶ Updates local CMS 
with student information 

HEI 

Functional 
administrator 

❹ Provides 
feedback 

 ❸ Create, 
update or 

delete card 
record 
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Every European student card must have an unique identifier 
(UUID) based on the suggested formula (ESC ID) 

Main rules and principles  
 
 



27 juillet 2017 © Copyright Infhotep 2017 21 

How do I set things up ? 

HEI 

Functional 
administrator 

Technical 
administrator 

HEI legal 
representative 

Area ESC Supervisor 
Decides to join the 

ESC system 

Nominates technical 
and functional 
administrators 

Asks for registration 
Proceeds 

registration 

Develop  or 
implement CMS 

extraction 

Card manufacturer 
Define  card 

changes 

Implement changes 

Adapt student card 
production process 

Test solution 

GO live 

Activity that can be 
mutualized  by 

several  HEI  

Schedule  export 
jobs 
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If the card has a chip, the HEI must write on this chip a data zone 
including the PIC code and the ESC ID 

Main rules and principles  
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How do I keep it running ? 
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In order for the European student card to be valid, once the 
student has given explicit agreement to register his card on the 

ESC-R, the HEI must write data on the router  

Main rules and principles  
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Student access to the system 
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The student keeps permanent control on his card: the verification 
of the card and his status is possible only if he presents the card at 

a desk, either automatic or not 

Main rules and principles  
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HEI Administrator access to the system 
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HEI Administrator access to the system 
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European Student Card 

Thanks for your attention 

July 27, 2017  

version 1.0 


