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I Introduction

Abstract

This document is recommended to any HigRducation Institution personnel who wish to learn about
the European Student Card System and how it can be implementhd lomeorganization.

It gives, from a functionaderspective, all the fundamentakpects related to the carand the systenthat
needs to bebuilt around it

The main ideas developed in this document are as follows:

1 The European Card System allows creates a framework of trust between studigEducation
Institutions and services providers by creating standard card components that can be recognized
throughout Europe.

9 Having a trusted thirgbarty connecting all European HEIs allows:

o from a short term perspective, to authenticate any cardholdstaastudent in any
country

o from a long term perspective, to facilitate exchange of data among HEIs and to create a
standardizephysical supporto aggregatedigital services for students.

1 The technical cornerstone of this frameworktofst is the ES®, a centralized database where
HES$ load information about their student cards. The BSCan therbe interrogated
automaticallywhen a student presents his or her card to validate its authenticity.

1 ESds designedo adapt to all localgecifidties, which provide great flexibility but also requires
HEIs:

0 to decide upon andlearly definewhat they wish to implement
0 to anticipate some impact on their internal procedures.

9 Students and HEI administrators may access theRE@Ihga designated online user interface, to

provide full transparency about the system.

The document is divided #hparts:

1 The first partrelates to the European Student Card System itself, the sobjiee project and its
main components

9 The second pattelates to the detailed working principles of the card, with a focus on personal
data protection issues

9 The third partrelates tothe concrete implementation aspects of the project from an HEI
perspecive, with the detailed walkthrough registration process and a description of the main
issues to be addressed.

1 The fourth partrelatesto operational processskeeping thesystem going.
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Glossaty

CMS Card Management system issuing the student cards, usually connected to the HEI information
system.

EHEAEuropean higher education area.
ESCEuropean student card.
ESIEuropean student identity.

ESAD: European student card identifier.
HEI:Higher education institution.
IS:Information system.

PIC:Participant identification code. 9 digibde given by the Erasmus+ programmegarticipating in an

EU project
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I 1.What is the European Student Card (ESC)?

Basic concepts

The European Student CHfeISC) is a new standard created by EuropeareHiggucation Institution
(HEI) to promote student mobility within EuropgHEA zoneThe long term objectives togiveall
EuropearStudensthe same rights as a local student whavelling abrad.

So the ida is to create a card that cdre acceptedcanywhere within Europe. This cagizes access tan
unlimited number of servicehat studentsuse in their daily life, such &®rrowing book fronuniversity
library, accessing student cafeteriathvdiscounted prics, accessg wniversity premisesysing public
transportationetc.

Short and long term perspectives

To establish such an important standard on the European level requires both a long term vision, defining
what we want to achievén the future, but also deliver concrete short term objectives, a more limited

basis but one fromwhich we can expect positive resutfshus settinga strong foundatiorfrom which

the ES@anget going and growing

The first basic service to be set ustaident statusauthentication Thisservice offers the possibility for
Fye 2NBFYATFGA2Y OLINAGIGS o0dzAAySaas whidrerada@ | RYAYA &
holder is a student or not. This service is a necessity because student status authentiazticslig

prerequisite to give access to other services that are restricted to stugent
Others services will become availablgerward, such as:

1 The possibility to use the card aselactronic walletfor day-to-day expenses
1 The possibility tavrite new information orthe cardafter it has been delivered, granting access
to a wide range ofew services for the student

1 The possibility of usintdpe card as a key to alloexchange of data between HEils order to

facilitate administrative procedes during student mobily
1 Dematerialisation of the card itselising a smartphone
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Steg 2 (and further
Additional services

Step 1
Flrst
generalization
step
Step 0
Pilot phase

Services None Student authentication Data exchange
avalables = (proof of concept Service only Card dematerialization
and workshop only) Add-on services

CAdmd® t NPINBaargAate Ay LINR2SOGQa aoz

Additionalfunctionalities associated with the castill have to be defined at this stage of the project.

Therefore, this document main focusas Step 1 implementation.
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Main rules and principles (MRAP)

#MRAPR1
Each HEI keeps the full contralavthe card production for its students.

#MRAP.2
In the context of thamplementationof the ESC projectach HEiks responsible foensuing full
conformityto all aspects o6GDPR (Genal Data Protection Regulation)

#MRAR3
The implementation of the ESZrouter enhancethe efficiency of the system and reinfoce
trust inthe ESC.

#MRAPR4
In addition to the items mentioned below, the HEI keeps the control over the design of the card
and decidesvhat information iswritten on it.

On the card medium, the HEI joining the ESC system must put on the front of the card
- the holographic logaof ESC (next to a corner of the card)

- the HEI PIC code

- the local student ID

- the country code (e.g. FR for France)

-0KS aiddzRSy dQaumameNE G YyIYS FyR

On the card medium, the joining HEI should put the ESC QR Code.

#MRAP5
Every European stlent card must have an unique identifier (UUID) based on the suggested
formula (ESC ID).

#MRAP6
If the card has a chip, the HEI must write on this chip a data zone including the PIC code and the
ESC ID.

#MRAP7
In order for the European student card to be vatidcethe student has giveaxplicit agreement
to register his cardon the ES@® the HEI must writehe following data on the router

- HEI country code
- HEI PIC code
-ESCID
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- Local student ID
- Academic level
- Student Email

If the student gives his explicit agreement t@gister his card on the ESE; he can at
any time: view,modify or delete the information stored on the ESR.

He has the option to receive an alerngail whenever his cari$ used in another HEI
than his home HEI.

LT (KS a i girdigdpeeReniShe yaf Keep the card with the ESC logo but
he will not have access to the advantages providegthe ESC systemiven he is
moving through Europe.

#MRAP.8The student keeps permanent contrah bis card the verification of the card and his
status is possible only if he presents the card at a desk, either automatic or not.

All MRAP are available and detailed in this document
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I 2.European Student Card (ESC)specific features

The very challenge of this project is to creattamework of trustbetween all the stakeholders involved
in student mobilityin other countries

9 Students who are the actual users of the cafithey need to be able to usevihen moving
betweeninstitutions, and to be sure it will be recognized and acceptedhost places.

1 High Educationnstitutions (HEl)who need to be able to issue the card with minimigohnical,
organizational and financial impadthey also need to be sure foreign cards will be compatible
with their ownlocal processes arefjuipment.

1 Service provides, whogetto accept this card as a valid proof of stmdlstatus. To achieve this,
ESC must be recognized as a standsgdure enough to prevent frauahd abuse

So here are the main components of the frameworkrost:

A specific holographic
logo, to facilitate visual
authentication and help
prevent forgery.

A smart card chip storing
identification data. It can
be used like the QR code
but also grants access to
potential additional
services.

Written personal information
that can be matched to other
identification documents for
more security

The QR code, unique for each
card, that can be read by any
proper device to check the
card validity in an online
registry.

FHg2. Framework of trust components

There can be some variation in the implementation of these different compondefending orocal
specificitiesThese will beseen in detailn chapter4.

However, put together, all these componerstsengthenthe framework of trust v wish to create
around the ESC, offering a high level of technical compatibility with ppoeésses awell as a high level
of security to prevenfraud and abuse
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Description of the ESC system

The system ware usingto enforce the framework of trust around the ESC revolves around 3 items:

1 The card itselfEach card can be identified usiagique card ID (E9D). TheES@Dis produced
when the card is created by the card manufacturer, usirspecific algottim that guarantees its
uniquenesseven with others cards that could be produced elsewhesieg thesame process.

1 [ 9 IcCadMnagementS/stem(CMShlready exists in mo#1El and the idea is to get these CMS
to share part of the information they holdts rde isto provide information student needs when
they ar using their card

1 The European Student Card Router (R$@ centralized online database holding information
aboutallthecardA 84 dzSR YR O2yySOiGAy3a tf | 9IE&BHE 201t &
is identified by its PIC code, a normalized codification system already used in HirelES®
usesEE>ID and PIC code to link a specific card to the specific HElI who produced it.

Student

Sz

Student card

HEI n

Fig3. ESC System

10/ 27



I 3.How does it work ?

How is it used ?

The basic processn be broken down in 2 parts:

1 The first part of the process is about how the card is being isanddactivated.
1 The second part of the process is about how a student with an activated card can use it to
authenticate his statusncludingin a foreign country

Part T Delivery and activation process

1. First step of the process requires thiElto ask br the studenf) donsent to have his card
registered in the ESR. If the student refuses, he can still have his card delivérgdhe services
available to him will béimited to the visual checlof studentshiponly

2. Once the HEI administiian receives student consent, it can create a record in its CMS system,
which associates a card unique numhbes@D) with the student identity

3. The HEI delivers the card to the student, either directly, by mail or even disigatedvending
machine.

4. The HEtransfers all relevant data to the ERCusing proper channels secured with an API key.
Therefore,only registered HEtan update the ESR

5. Once the record is created, the ERGends an-mailto the student to notify him about hisaw
rights and the services he can now use. Timea@ also contains a hyperlink that allows him to
check his account. He can choose to unsubscribe from théoptatand if he does, all
information regarding his card will be deleted. He will be ableetepkhis card but it will grant
access only to a limited number of services (same as if he had not given his consent in the first
place)

Part 2 Status authentication process

1. The student presents his card to a service provider who needs to authenticate his student status.

2. The service provider checks the card. This @adther a simple visual check,owith the proper
device, an automatic scan of the code or reading of thp.dhisuch case, the reading terminal
automatically interrogates the EST; which checks its database looking for the ¢8&&@D and
then sendfeedback to the service provideiith the information aboutcardinformation and its
validity.He is also able®o compare information written on the ecard with information sent by the
system and check it is consistent.

3. Once he gets positive feedback, the service provider is able to deliver its service to the student.
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0 rrovid 4 e Creates a card
rovices new car record in the local

. .
information or ) CMS system

updated information to ‘t‘

the ESC
€ e the card to the

ﬂ I student

e'm

HEI

Lo

O

European @ Ask for student consent to
student cards

- issue ESC card f!
Hub (ESC'R) © cCreatea card i

the student by e-
mail

‘ 9 Delivers service ﬂ
9 Checks card y

validity Service provider Student
o Asks for status authentication

Fig4. Process overview

Please note that ithis representationthe HEI can take the role of service provider, when this HEIl is in a
position of welcoming a foreign student.
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What information is stored and where?

The strength of the framework of trust mainly lies in tw@relationbetweeninformation stored in the
different components of the system (Card/Router/Local CNIBiscorrelationalso enforces protection of
personal data.

The figure below describesinimalinformation stored in each of these components.

Written personal information

*  First name and last name
¢« HEIPIC Code
*  Student ID
Provides

*  Country code
information HEI

Interrogates P
o
Nz

Provide
feedback ‘0
o'_\gfo Card
o v management
Information recorded in the chip H system
Andin the QR code
*  HEIPIC Code . . *  HEl identification data fa'” perso.nal
*  ESC-ID (contained in the URL . , information
to the hub) *  Card information remain in local
*  HEIPIC code information
Card itself holds * ESC-ID system
minimal *  Expiry date
information to be *  Student ID
used as a key ¢ Academic Level
¢ E-mail

. Information in the
ESC-R allows to
connect the card
to the HEI

Fig5. Information stored in the ESC system components
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What is the purpose of stored data in the ESR-R (router) ?

Personal data protection is a sensitive issueafoy project with a European scop®n this matter, there

is now a new legal framework set by the GDPR (General Data Protection Regulation), the new European
regulation, which comes into force in 20Ihe ESC System is fudbmpliantwith this regulation, as HE&l

are committed to colled explicit consent of the student before creating a record in the-ESC

Neverthelessgatheringanyinformation about studentsn one single databasmay be regarded as
invasive anatause resistanciom students. Each piece of information being stored stilnave a purpose
that relates directly to the service being providddherefore, we wish to explaimw and whyeachpiece
of informationis being used

1 Student ID
0 Actual information being stored
Student ID iduilt by pulling together
A student local ID in the HEI they enroll
A acountry code
A theHEIPIC code
0 Purposeof the information being stored
Having the student IBegistered in the ESR allows:
A to ensure student ID written ON the card refers to the same student ID
rdirectlystored IN the card
A to facilitate connection of the ESEwith local systesthat already have student
ID as &eyidentifier
A to provide a unique identifier to service providers who need one to create a new
record in ther own system.
A to be able to kew how many cards are associatith a sinde student for a
specific HEI.

1 Academidevel:
0 Actual information being stored
Academic levalefers to the L/M/D classification that became a European standard
(Licence; Master¢ Doctorate)
0 Purposeof the information being stored
This informatiorisimportant as many HEdifferentiate access to services dependoy
academic level (g. ibrary access)
1 Email
0 Actual information being stored
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By default, student enail refers to his or her institutionatemail provided by its HEI.
However, students have the possibility to connect to the-RSfTatformandchange it to
another one they would rather use instead.

0 Purposeof the information being stored

Having studerg(e-mail on the platformallowsdirect communication with themand
provides direct accessll the informationregarding the cardo each studentThe idea is
to be astransparent as possible with the studemind to be able to notify him directly
about his card usage outside his home institution.

Finally, it is important to underline the fact that alislinformation ges permanentlydeleted from the
ESER when tle card is beingeactivated by the HEI.

15/ 27



| 4Howdolgetin?

Description of the Area superviso

In the ESC system, IdEke on the role of trustd third-party providinginformation about studen®
identity. As a consequence, it is essential to make sure institutions who wish tterdégithe system are
genuineHES who havelegitimate authority to grant student status. This role candssumeckither by a
central authority on European level, dgsated by project steering camittee OR, by delegation, to a

national or regional authority that may support HEI impletagion of the system. The Area Supervisor
prerogatives can be listed as follows:

to check HEI legitimacy to register in thesgm

to provideor remove access to the EBQo the HEls

to providefunctional and technicalocumentation to HEI who get in the system

to makethe connection between HEIls and the centralized European administration of the ESC.

= =4 4

o

Eu ropean ESC
Supervisor N

Delegation

Area ESC
o Supervisor

{ U
Area ESC
Supervisor

I
Area ESC -

I
Supervisor Area ESC

Supervisor

.V
Area ESC
Supervisor

Fig6. European ES€legation principle
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What are the implementation choices to be made?

ESC implementation is open to any legitimate HEI in countries integraBmldgna Proceq47 countries
in Europd. It is based on a voluntary approach for eachvwigtingto join the system. However, the
system can be implemented differently, depending on local spsdafich as:

Current @rd manufacturingand delivery process
Country legislation

CMS adaptability

HEI ecosystem with service providers
Equipment andcanring devices already available
Budget constraints

Etc.

= =4 4 4 A4 -—a -

So each HEI may implement all or only parts of the components associated with théoB&®Cer, an ESC
with limited componentswill only grant limited access to services in other countriesince @ch service
may require specific components to wofko it is importat to keep in mind that the moreomponents
are implemented, the better compatibility the card will offer.

Here is a list of thehoiceghat need to bemadebefore implementing the ES@stem

Options for interoperability
Card production process adaptation
Serviceofferedto cardholders from other countries

= =4 A4 -

People in charge
0 of system implementation
o0 of system administration
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Legend

@ Visual check
Manual ESC-R search

E)

F ) Q QR Code reader

Available options for interoperability M | et o

reader

Plain regular card Card with QR code Chip card with Smart card
electronical control

Potential impact
on card production
process

Reading device @

available

Possibility to add

new services on x x x

demand

Level of I I I
interoperability I I l I

=

Available options for card production process

adaptation
Changing all local Keeping local card,
existing local cards adding ESC
to all new ESC attributes with a
sticker
m m Hologram
[
Existing ESC card Existing QR code
local card local card

18/ 27



E)

Services opened to foreign students carrying a
European Student Card

Define what are the services
that are available to any
student carrying an ESC.

J—

Then, for each service:

* definerequirements
regarding the card (ESC
components, photo ...)

* Define additional documents
that may be required to
deliver the service (additional

To use libraries

To use student
cafeteria P

Access to facilities

Technical
administrator

Technical
administrator

piece of ID, contribution etc.)

Functional
administrator

Functional

administrator
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