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| Purpose of this document

This document describes the European student card’s functional and technical specifications. It aims to

describe all elements allowing the implementation of a physical and digital support.

In a first part, this document treats of the project’s context, its objectives and issues. The main principles

of the future European student card are highlighted in this part.

The second part of this document propose the creation of the unique student European ID. This ID is

obtained by building on existing student ID.

The third part deals with the student card as a physical medium. Two versions are proposed. First a passive
medium, compatible with all the cards issued today in all European countries. Then the further
development of a modern electronic support allowing to propose more services. It is proposed that the
specifications of this electronic medium constitute a target of convergence during the modernization of the

student cards of each country.

The uses of the card — demonstrating its value to card holders — will be described in a dedicated document,
which details the possible interactions between the student and the different service providers. The fourth
chapter explains which uses will be possible according to the technical choices of the institution concerning

its student card, and the project’s progress.

The fifth part details all the interactions of institutions and students with a digital registry of European
student cards (called ESC-R) allowing the digital spread of student status. The service providers will be able

to certify the physical support of the card thanks to this registry.

The sixth part sums up the data exchange format, the conditions of use and the technical requirements

that impact the ESC-R registry.
The seventh part presents the risk’s analysis for data security to which the student card and the exchange

platform are potentially exposed. Protection measures are proposed. A section deals with the protection

of personal data in compliance with data protection laws of each country.
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Glossary

CMS (fr. SGC): Card Management system issuing
the student cards, usually connected to the HEI

information system.
CNCE: French student card committee.
DEU (fr. ZDC): Data European University.

eduGAIN: the eduGAIN service interconnects
identity federations around the world,
simplifying access to content, services and
resources for the global research and education
community. eduGAIN enables the trustworthy
exchange of information related to identity,

authentication and authorisation (AAl).
EHEA: European higher education area.

elDAS: Set of standards for electronic
identification and trust services for electronic
transactions in the EU. It aims to establish an
interoperability framework for the various
systems set up within the EU member states to
promote the development of a digital single

market.

Emrex: Solution for electronic transfer of
student records between HEls in Europe,
currently tested in Denmark, Finland, Italy,

Norway and Sweden.

ESC: European student card.

ESI: European student identity.

ESCI: European student card identifier.

EUCOR - the European Campus: First European
Grouping of Territorial Cooperation EGTC
involving seven universities of the Upper Rhine
located between the Black Forest, the Jura and

the Vosges.

EWP: Erasmus Without Paper project aims to
ease exchanging data on student mobility
between computer systems in different

countries.
HEI: Higher education institution.

HEI ND (fr. RNE): National directory of French
HEI to identify HEI. This code has been replaced
by the UAI.

IS: Information system.

lzly: A private electronic payment card solution
used to pay for the services provided by Crous

(university restaurants, vending machines...)
WG: Working group.

NSI (fr. INE): National student identifier in

France. It consists of 10 digits and 1 letter

OTA: over the air mode. Standard for the
transmission and reception of application-
related information in a wireless
communications system. The standard is

supported by Nokia, SmartTrust, and others.

PIC: Participant identification code. 9 digits code
given by the Erasmus+ programme for

participating in an EU project.
POC: proof of concept.

REA (fr. UAI): registered administrative unit. This
code provides a unique identifier of any French
HEI.

SAM: Secure access module is an electronic
component enabling to secure the write and

read operations on smart cards.

UL: University library.
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| 1 Context and key issues

The aim of the European student card project is to create a student status on the European scale. Thanks
to this card, a student enrolled in an adhering institution can assert his rights anywhere and from all

providers who have defined a dedicated student service offer.

This European student card establishes a common digital and graphic identity for all students in Europe. It
aims to become a true digital passport allowing the emergence of seamless digital services between the

information systems of all actors.

Student services made available through this card will facilitate and simplify mobility in the Union’s
countries, and also within each country. They aim to improve students' daily lives and promote their
success. Upgrading and standardization of the services offered to students in Europe will be based on the

reciprocity’s principle.

Examples of these services include electronic payment (catering, automatic distribution, ticketing,
laundry, printing, photocopying), lending of books or materials, incorporating disability issues, access
control and rooms reservation, proof of attendance, signature of attendance sheets for examinations,

electronic signature, access to public transport or authentication on computer.
The experimentation must demonstrate the usefulness of the card on four axes:

¢ Use of merchant services, with or without the use of electronic wallets (like Izly);
e Use of service in university libraries;
¢ Mobility of students from one institution to another within Erasmus;

e Transfer of student records between HEls with Emrex.

Core principles

Membership with the European card system is freely chosen by any institution of higher education.

Membership may be done and withdrawn any time by the institution.
Each student registered in an HEI participating in the ESC program is free to opt in or out.

Each institution maintains the full control over the process of creating, producing and issuing its student

card.
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European card student actors

10 millions students

in Europe,
Users European student cards holders 270000 Erasmus students each
year
European ; A-p!wsical card, and‘its trus‘ter
Truster third party between all theactors digital counterpart in a online
student card registry
Data providers certify student status, and . .
1001110 ) provide data about the card holder to service 4000 high education
- Data providers id h h defined by ESC L
providers through connectors defined by ESC, institutions in Europe
oiLOE’_j? Erasmus without paper, and EMREX.
They providevarious services to card holders
Service providers (catering, transportation, booking Public and private organizations
lending, etc.)

Four types of actors remain around the European student card.

Users are all student cardholders. Their numbers are growing every year. It is estimated that they are 20
million in Europe. Among them, at least 270,000 are in international mobility within the framework of

Erasmus. For them, the card simplifies their exchanges with the institutions and the service providers.

Service providers are public and private organizations that offer a student service. These may include
institutions of higher education themselves, clusters of institutions, student organizations, university
libraries, public transport operators, central purchasing organizations, Etc. The European student card has

the advantage of reassuring them about the student's student status with a high level of confidence.

Data providers are institutions of European higher education, uniquely qualified to certify that a person is
enrolled in a training course within their institution. The registration of the student's card in a European
context is a service offered to their students. It contributes to the international reputation of the institution.
Providers of structured information about their student, institutions can provide this information to service

providers, at the specific request of the person concerned.

A data provider can also be a service provider. This is the case of an institution that offers services to its

students, for example through its university library.
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Project’s constraints

The card must remain a simple device, respecting the procedures specific to each country and

institution.

Student cards issued in Europe are very diverse in terms of both physical support and technologies
used. Their production can be coordinated at a national, regional or local level. Other types of cards
coexist with student cards, targeting a similar audience. These are essentially reduction cards. The
European student card is distinguished from these devices by its institutional character. The offer of
services backed by student cards shows a great disparity from one institution to another, even within

each country.

The perimeter of many of them is reduced. Institutions certifying enrolment in tertiary education have

heterogeneous card management information systems (CMS), edited by several actors.

One of the levels of success of the creation of the European student card is the creation of a standard

of exchange with these IS and the adoption of this standard by the publishers of SGC.
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Project’s stakeholders

This European project is carried out within the framework of cooperation between the institutions which
are authorized to certify enrolment in higher education. It is also based on the national student services

networks in each country. A first phase of experimentation involves Germany, France, Ireland and Italy.

In France, the creation of the European Student Card is a measure of the national plan of student life (PNVE)

to promote student status on campuses and to develop the service offer.

A bilateral agreement between France and Italy to set up a common map was signed in 2013 between the
Conference of University Presidents (CPU) and the Conferenza dei Rettori delle Universita Italia (CRUI). It
was completed in early 2016 by a Memorandum of Understanding involving the French agency for student
services (CNOUS) in France, the Fondazione ENDISU (Ente Nazionale per il diritto allo studio in Italy, the
Deutsches Studentenwerk (DSW) and the Confederation of Student Services (CSSl) in Ireland. Finally, a
strategic partnership has been sealed between these partners and 17 associated partners. The CNOUS is

the coordinator of the strategic partnership.

The project’s timeline

The project is divided into three phases:

e Phase 1(2016-2017): In order to validate the principle of the European student cards registry
and the proposed data exchange format, a prototype will be produced in the context of a
European campus, where cases of mobility and shared rights of the student between
institutions are identified.;

e Phase 2 (2017): extension of the experimentation for the purpose of generalization;

¢ Phase 3 (start of 2018): opening of the service to all.
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| 2. European student identifier

In order to identify student clearly in all countries in the European union, a common identifier must be

shared by all the actors.

Instead of creating a new identifier, the proposal is to build upon already existing identifier in each country,

region or high education institution. The guiding principles are similar to those used to build SEPA identifier,

based on a local account number (IBAN) and on code that identifies a banking establishment within a

country or a town (BIC).

Identifier building method

The European Student Identifier (ESI) is made up of the following data, separated by a hyphen.

1.

Country code of the HEI that issued the card, on two upper case characters, according to the ISO
3166-1 norm:

0 DE for Deutschland;

O FRfor France;

0 |Eforlreland;

0 IT for Italy.
Region code of the HEI that issued the card. This code is optional. The format is free. It is
proposed to use the nomenclature of statistics territorial units (NUTS). NUTS codes already
contain the country code, that should be omitted.
HEI Participation Identification Code (PIC). This code identifies the HEI as part of the ERASMUS
network. Every high education institution in Europe has such a code, or can obtain one with a
simple administrative action. This code includes 9 digits. It can be found by searching on the web

site http://ec.europa.eu/education/participants/portal/desktop/en/home.html. In the rare case

of a lack of PIC code, a pseudo code will be generated.
Student unique code in the HEI where she is enrolled. From case to case, this code may be

national wide, regional wide or the home institution own identifier.
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Example
For example, the data is as followed for a student enrolled at the university Paris 13:
FR for France;

No region code;
99948994 is the PIC code of the university;

= =4 4 -

The national student identifier (NSI, INE in French) contains ten digits and one letter, for example
1234567890G.

Which leads to the following code:

FR-999489941-234567890G

Remarks

By using this method, the uniqueness of this identifier is guaranteed. Two students will never have the same

identifier.

However, a student will have as many ESI that he is enrolled to different HEI. Thus, this identifier is not

stable during his studies, even less his lifetime.

Furthermore, a student may have two different ESI at the same time, and as many different student cards,

when he has enrolled to a degree co-accredited by two institutions.

Finally, the PIC code being part of the ESI, the merging or splitting of institutions will modify the ESI.
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I 3. Physical medium of the European Student Card

In order to allow a wide dissemination of the European student card, any type of support issued by an
institution must be able to be integrated into the system, respecting the institution’s process of creating,

producing and issuing its card.

European card lifecycle

Usually, the student card is issued when a student is enrolled in an institution, when his application has

been accepted and paid for any admission fees.

The card accompanies him throughout his student path, potentially several years, without necessarily being
updated. It is therefore possible that information on the card is no longer relevant at the time it is
presented. This applies in particular to the surname, in case of marriage, the discipline studied in case of

reorientation, or the level of study.

When the card is lost, stolen or destroyed, the student must usually report it to the institution for getting a
new card, free of charge or for a fee. Institutions generally refrain from issuing a new card without this

declaration.

When the student registers, it is common for the institution to add a sticker to extend the card's validity for

the upcoming academic year. The lifetime of a card is therefore potentially several years.

A student may be enrolled in several institutions. This is particularly the case for co-accredited diplomas.
To enable the student to access his campus and digital services, an administrative registration is carried out

in each institution. Following this, the student has one student card per institution.
During a year of study, the student does not keep his rights and normally does not have a student card.

Some institutions are part of clusters or alliance, which take different legal forms. These clusters may
themselves enjoy the status of higher education institutions and issue diplomas and certificates in their own
name. It is proposed that the European student card contains the PIC code of the eventual clustering which

the institution participates.
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European student card identifier (ESCI)

Every European student card must bear an unique identifier in order to be linked to the registry, written

on all the card storage medium, optical or electronic.
This applies to both passive and electronic cards.

This identifier is distinct from the other codes present on the electronic cards, which are not systematically
exploitable because they are often protected in exclusive reading by the card issuer, or generated randomly

at each reading.

To allow each institution to generate a unique identifier without having to synchronize with a central
registry, it is proposed that this number be a computer generated unique universal identifier (UUID). The
generation algorithm is standardized according to RFC-4122 (https://tools.ietf.org/html/rfc4122) and

available in the vast majority of programming languages.

This 16-byte binary identifier is typically represented as a hexadecimal string separated by dashes, for

example:

573ad632-0009-11e7-bc64-92361f002671
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There are several variants. The chosen variant is version 1, which combines the server MAC address, a
millisecond precise timestamp, and an arbitrary number. A variation is introduced as chapter 4.5 of the RFC
allows. The MAC address of the server performing the calculation to ensure the uniqueness of the identifier
will be replaced. It is proposed to deduce an SHA-2 fingerprint from the combination of the establishment's
PIC code and the combination of the cluster PIC code (if any). The last 47 bits of the fingerprint are extracted
and replace the MAC address in the UUID.

The generation of a European student card identifier (ESCI) is compulsory, regardless of the technology of
the card. In order to be able to transmit to the European registry of ESC-R cards, this identifier must be
registered in the establishment's CRM.

European student card recognition modes

The European student card is designed to allow different modes of recognition:

1. A human visual recognition by any person, who can control the presence of the logo, the photo of
the card holder;

2. An automatic optical recognition by a scanner, to interrogate the registry certifying the
authenticity of the card, and to obtain up-to-date information;

3. An automatic contactless electronic recognition by a card reader to interrogate the registry
certifying the authenticity of the card, obtain up-to-date information, and even install applications

to interact with local services.

The human and automatic visual recognition (points 1 and 2) are possible thanks to a common graphic

imprint described below.

Electronic recognition (point 3) requires a common electronic imprint. This is currently being defined and

is completely optional at this stage of the project.
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A common graphic imprint

To issue a European student card, the establishment must at least:

¢ Print the logo of the European student card on the front of the card;

e Print the constituent information of the European student identifier (ESI), and the student full
name;

¢ Printan optical code to validate the card holder student status by automatically querying the digital

registry described in the next chapter.

All other options for personalizing a card remain at the discretion of the higher education institutions. In
particular, the display order is free. The presence of a photo is no compulsory. Only the logo has a

standardized position, with several variations.
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The European student card logo

The logo of the European student card is currently being designed.

To make its duplication more difficult, the logo takes the form of a hologram. It is printed with optically

variable ink, whose pigment colour varies according to the viewing angle or lighting.

The logo must appear on the front of the card (the one with the photo, the surname and first name of the
student). It must be positioned in one of the corners of the card, whether the card is designed in portrait or

landscape mode. The orientation of the logo must be consistent with the reading direction of the card.

The size of the logo is standardized: XXcm high and XXamide. It cannot be decreased or increased.

Student European Identifier components

To ensure readability, the elements which make up the student European identifier (ESI) must be displayed
on the card separately:

e The country code (that can be replaced by an image representing the country flag);
e The HEI PIC code;

e The student's code in the country, region or institution.
The region’s code is optional.

The optical imprint

To ensure compatibility with any type of passive card, the data allowing the automatic verification of the

student's status are printed as a two-dimensional barcode (QR code format).
This type of barcode can be read and interpreted by a wide range of optical reading devices.

The positioning of the QR code is not standardized. It may appear on the front or one the back of the card.
The institution will be careful not to position it too close to another QR code, in order to avoid errors during

the scan.

The QR code of the European student card must be graphically personalized to distinguish it from other

codes of the same type. Colour of the code can also be chosen.
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The QR code stores the URL of the student's status certification service offered by the online registry,
including the European card identifier (ECI). The URL is of the following form:

https://api.esc.eu/card/573ad632-0009-11e7-bc64-92361f002671

Storing this URL requires at least 60 characters. Taking advantage of the QR code high level of error
correction, the version of the QR code used is at least 5, i.e. a square of at least 37 pixels

(http://www.grcode.com/en/about/version.html). A HEI may choose a lower level of error correction to

decrease the size of the image.

In this case, the web service returns an HTML representation of the human readable European student card.
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Towards a common electronic imprint

Beyond this common graphic footprint, work is being undertaken to facilitate cross-use of cards embedding

a microprocessor.

This work objective is to recommend a common customization mask adapted to a large number of uses,
while being the least intrusive possible for HEIs. Apart from this common mask, the other personalization

options of the microprocessor are freely chosen by any establishment.

Today, for your information, most contactless cards of European higher education institutions use NIFP's
MIFARE technology, in different versions. The oldest technology, known as Classic, is being replaced by
genuine microcontroller cards conforming to the ISO 14443 standard under the name DESFire EV1 and now
DESFire EV2. Furthermore, the Campus Card Berlin consortium plans to use JavaCard technology which
enables to integrate public transportation card while emulating MIFARE DESFire EV 2 for other uses. A
Memorandum of understanding in the process of a signature to bring closer the berlin project and the

European student card.

The common mask option proposed is to create a standardized, readable data area, called DEUInfo (Data
European University Info), storing:

e the HEI PIC code (4 bytes);

e the PIC code of the optional HEI cluster to which it belongs (4 bytes). In case of absence, this is

identical to the PIC code of the establishment;

e the European number of the student card (binary on 16 bytes).
Given the space occupied by the writing keys, which depends on the technology employed, this area
occupies a total of 192 bytes on the card. For a typical 2k card, this represents an occupancy rate of less
than 10%.
Any card implementing the ISO 14443 standard can accommodate this zone. The card enables all uses
where the student status is ascertained by reading the smartcard.
A more advanced option would allow a service provider to install his application in the microcontroller of
a card issued by another establishment, without this having had to anticipate it during the manufacture of
the card. The installation remains subject to authorization from the card holder. The request is made
through the exchange platform of the European student card. The experimentation will rely on MIFARE
DESFire EV2 to carry tests.
Note: Detailed description of the electronic mask and the process of installing a local application on a card
issued by another HEI goes beyond the scope of this document. A detailed specification proposal is being

drafted. A synthesis of what have been shown in the workgroup is included in the appendix.
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Impacts on the card manufacturing process

These previous constraints are designed to minimize impact on the production process.

The logo’s printing of the European student card (and optionally of the flag) are part of simple customization
which can be requested to the manufacturer of the card.

The additional cost of printing the holographic logo is estimated at 10 euro cents per card. The generation
of the UUID designating the card can also be delegated to the card manufacturer, who would be then able

to generate and print the QR code, as well as electrify the card (for a cost estimated at 7 euro cents).

The institution is then only responsible for adapting the graphic design of the card to integrate the new
visual and textual elements. This requires the issuing of a new “reading for printing” decision to the card
manufacturer. In addition, during post-printing, the card printer must read the UUID on the card and store
it in the card management system of the HEI. This reading can be automatic in the case of a smart card, and

requires the installation of a scanner in the case of passive cards with QR code.

There is no impact on the facility's equipment, which can continue to use its usual card printers.

Holographic logo printing

¢
C UUID generation

Card C QRcode printing Ij
G

manufacturing DEUInfo zone writingin §§
the smartcard
n
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registered, updated
and deleted =
Card Card C Photography printing o
Management . . C Student data printing —
customization gﬁé
System Carddatais
recorded
Cardisissued,givenin
Q person or sent by mail
 r 2
o—O—0
o ]
Europeanstudent cards
registry (ESC-R) =

Student

Cardis presented

Status of the card
holded is checkd
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I 4.European Student Card uses feasibility

This chapter introduces how the desired functionalities of the card can be put into practice thanks to the

different technical components of the cards itself and the ESC registry.

The document produced by the different taskforces dedicated to define the card uses will expose the

possible interactions between the ESC holder and the different stakeholders from both private and public

academic and research sector. These uses demonstrate the ESC value for its holder but also in terms of

process simplification for both administrative and logistic service providers. Once this document is finished,

the feasibility of each use, depending on the project level of progress, what data is on the card, and the

card technology, will be detailed.

The objective of this chapter is to show how each technical component can bring value to both user and

service provider. From a general perspective, the more sophisticated the technology is, the more

transparent uses become for them. Here is an example of such progression:

1.

European Student Card with a logo: the student presents his card at the service provider desk,
where it is examined by the staff. The student has to wait for the employee to issue a local card
through local procedure, which implies that student information needs to be manually re-entered.
European Student Card with optical control: the student presents his card to the service desk,
where the desk staff scans the QR code. His student status is checked automatically with the ESC-
R platform. The employee access the information directly on his screen and then issues local card
going through local procedure, potentially without manual re-entry of student information.
European Student Card with electronical control: the student presents his card to the service desk.
He inserts it into a terminal that read the information on the chip. His rights are checked
automatically with the ESC-R platform.

European Student Card with microprocessor compatibility: the student uses his card directly on
the automatic terminal. His status is checked automatically. The information required to be able to
use the service are then written on the card. The ESC becomes the medium for the service instead

of a local card.
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Basic personal Academic level
information (L/M/D)
ATo be completed ATo be completed ATo be completed

ST TSRS ATo be completed ATo be completed ATo be completed
check

Electronical ATo be completed ATo be completed ATo be completed

compatibility card
Table 1 : Feasibility matrix of uses depending on technology

Academic field

Experimental phase Experimental phase Deployment phase

on Eucor campus
ATo be completed ~ ATo be completed  ATo be completed
ol e ATo be completed ATo be completed ATobe completed
check
Electronical ATo be completed ATo be completed ATo be completed

compatibility card
Table 2 : Feasibility matrix of uses depending on technology and project phase
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5. Interactions with the European Student Card
Registry

The digital registry for European Student Cards is a set of digital services that propagate the student status

among local information systems of European HEl and service providers.

Whatever the method used to read the information on the card (visual or electronic), this platform informs

the applicant about the student status of the ESC holder.

The coherence of information supplied by the physical card and the digital card sent by the registry leads

to a high level of confidence in the European card.

This chapter describes the processes of the interaction between the educational institutions and this

exchange platform, which split into 6 different processes:

An institution registers on the platform;

An institution delivers a card to a student;

A service provider asks to certify the student status of card holder;
An institution updates a student card;

An institution cancels a student card;

o vk w N e

An institution withdraws its membership from the European Student Card.

The description of the data exchange format is included in chapter 6.
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An institution registers on the platform

Each country or region decides on the organization to set up in order to manage this process, according to

the following workflow.

Registryis ready to accept

The registration is valid issuance of European
cards by the HEI

Q.
o= —0
(- 2l
1
b ed . The institution sends a written Ineach countyr orregion,a  European student cards
ng e uc.atlon commitment and provides moderator processes the registry (ESC-R)
institution administrativeand technical

registration of the HEI
information aboutitself

The statutory representative for the institution signs a commitment chart to the obligations associated to

the European Student Card. It is transmitted to a supervisor, according to an organisation model of each

country or region. Based on this document, the supervisor proceeds with the institution registration in the

digital registry.

Only the supervisor can register a HEIl on the platform.

Once authorized by a supervisor, the HEI supplies the following data:

9 Identification data:
0 HEIl country code;
0 HElregion code;
0 HEIPIC code;
0 HEl cluster PIC code (if any);
0 HEIl official full-name;
I Contact data:
0 E-mail address of the functional administrator for the institution;
0 E-mail address of the technical administrator for the institution;

9 Other technical informatio(X.509%ertificate supportedAPwill be defined afterward

The registration is validated by a supervisor. The following checks are recommended:

9 Legal existence for the institution;

I Existence of PIC code on Erasmus;
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T Institution name validity;
T Written exchange with administrator using the provided contact details.

If the request is accepted, the following operations can be proceeded:

9 Planning of the cards import file acquisition;
9  Generation of an API key allowing the institution to make requests to the platform web services;

I Transmission of the hologram logo to print on the card, if it is not already known from the card

manufacturer.

Once the registration is validated, the HEI receives the procedure to send his ESC creation and suppression

files. In a second step, he will also receive its API key through secured channel.
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The institution issues a card to a student

Once the institution is registered, it can issue ESCs. Once a card is issued, minimal required information
allowing the certification of the card are registered on the ESC-R.
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European student cards
registry (ESC-R)

As a first step, there is an asynchronous dispatch of the file containing the bulk of the cards to registry.

File format is defined in chapter 6.

As a second step, there will be a call to a synchronous API, processing each cards in real time.

This interaction can be used only by registered institution.

For each card, the institution transfers the following data:

9 One set of mandatory data:
0 HEIPIC code;
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Student identification number in his HEI, region or country;
European student card identifier ;
Expiry date of the student rights;

Academic level: bachelor, master or doctorate;

O O 0O O ©

Student e-mail address;
0 Technical information about the card.

9 On set of non-mandatory academic and personal data:
0 Student full-name;

0 Student cell phone.

The HEl is free to include or not optional data. This choice must be in accordance with its country law and
its personal data automatic treatment declarations. The inclusion of the full name of the student enables

to cross check this information with the name written on the physical card.

The treatment checks the uniqueness for the ESC number. If the treatment identifies duplicate entry, the

creation of the card is rejected.
The expiry date cannot be set before the current date.

The PIC code is checked. A HEI can only issue card for itself, or in some cases to be determined for its

cluster.

The student is then informed of his card registration on the ESC-R. He receives a notification by e-mail or
by text message with an internet link allowing him to check the information that have been recorded on
the platform, and the information about the uses attached to it, in English or his country language. If she

wishes to unsubscribe from the platform, she will be provided with the functional administrator e-mail.

The service can send the following answers:

9 Card registration confirmation;

0 The HEIl can registry several cards for the same student. It is its responsibility to
invalidate previous cards if they are not valid any more. If there is at least one other card
for the student in this institution, a specific code will be sent.

9 An error message indicating:

0 Missing mandatory data or data with wrong format;

0 The existence of a student card registered with the same number;

0 The European student card number doesn’t have the right PIC code;
(0]

The expiry date exceeds the current date.
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A provider asks to certify the student status of a card holder

The student presents his card to a desk staff. The card is read and checked with the digital registry ESC-R.
The student presents his cardin
- order to access a service

reserved to students

The service provider Service provider

accepts the student
status of the card holder

Student

The registry certifies the

student status of the The data provider check student
card holder status with the registry
L.
—O=0
o .
European student cards

registry (ESC-R)

This operation can be done in two different ways:

1 Scanning the QR code, where the URL to be called is directly encoded;
9 Reading the chip. The URL is to be built with the data registered in designated memory zone.

In both cases, an API call is made to the ESC-R.

This service is free with no access restriction.

The input data is the ESC number.

The provider doesn’t need to identify himself.
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The card number is searched through the database.
It is proposed to record the certification requests and to keep the IP of service providers.

When a new service provider makes a request to the registry for the first time, the student could be
informed by e-mail or text message that his card is being used by a new provider. But at this time of the
design, the service provider cannot be identified. Because of this, the language used for feedback

messages cannot be determined either.

The service can send the following feedbacks:

T Confirmation of the student status for the card holder, with a display of data available in the
registry for matching those written on the card physical support;
9 Invalid student card (without precision on whether it is because the card was never in the registry
orif it has been inactivated);
9 Anerror message stating:
0 The absence or corruption of input data (potential error with the reading scan or reading
of the card).

If the service provider language is given in the HTTP headers when the registry is interrogated, messages
will be displayed in the language. Otherwise, English is the default choice. The graphical interface allows

to choose the language.
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The institution updates a student card

At least once a year, institutions update their student cards. Usually, they just add a sticker to indicate a

new expiry date for the student rights. The academic level and the field of study can be updated the same

way.

Student

The HEI updates
the student card

|
High education
institution

The HEI provides

updated data about

the card

3L

Europeanstudent cards
registry (ESC-R)

As a first step, there is an asynchronous dispatch of the file containing the bulk of cards to update. File

format is defined in chapter 6.

As a second step, there is a call to a synchronous API, processing cards in real time.

This interaction can be used only by registered institutions.

For each card, the institution sends the same data as for creation of the card (see previous interaction: An

institution issues a card to a student).
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The platform checks the presence of the card in the database.
The expiry date cannot be set on a day prior to current date.

The student is then informed of the extension of the enrolment on the ESC-R, by SMS or e-mail, as for the

creation of the card.

The service can send the following feedback:

9 Update confirmation;

0 Astudent can have several cards, even from the same institution. It is the responsibility
of each institution to invalidate previous cards if they are not up to date. If there is at
least one other card for the student in this institution, a specific code will notify it to the
administrator.

T Anerror message indicating:
0 Missing mandatory data or data with wrong format;
0 The absence of a student card registered with the same number;

0 The expiry date exceeds the current date.
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An institution cancels a student card

An institution can cancel a card for multiple reasons: the card was reported as lost, stolen, destroyed or

the holder just can’t claim student status anymore, among other things.

As a first step, there is an asynchronous dispatch of the file containing the lot of cards to cancel. File
format is defined in chapter 6. As a second step, there will be a call to a synchronous API, cancelling cards

in real time.

This interaction can be used only by registered institution

The institution transfers the European card number.
No argumentative is required for the card cancelation.

The card holder is informed by e-mail or by text message that his student card has been cancelled.

All data for the card are deleted.

A record of the deletion is kept, with only the HEI PIC code, the ESC identification and the timestamp of

the deletion. This record can be used to give the feedback that a card is inactive rather than unknown.

The service can send the following feedbacks:

I Confirmation the card has been inactivated;
9 An error message indicating:
0 Missing mandatory data or data with wrong format;

0 The card doesn’t exist in the registry.
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An institution withdraws from the European Student Card
arrangement

By a simple mail, the legal representative of the institution informs the supervisor of his country or region
that she wishes to withdraw from the arrangement. No argumentative is required. Based on this mail, the

supervisor removes the institution from the digital registry ESC-R.

Only the supervisor can remove an institution off the platform.

The input data is the institution PIC code.

The institution is inactivated. Its APl key is revoked. A timestamped record of the deactivation is kept. All

the student cards for this institution are cancelled. The students are informed by e-mail or text message.

In case of a merging or a splitting of institutions, it is required to remove the relevant previous institutions

and to registry the new ones. New student cards must be issued.

The service can send the following feedbacks:

I Confirmation of the inactivation of the institution and all associated cards;
9 Error message indicating:
0 Missing mandatory data or data with wrong format;

0 The designated institution doesn’t exist in the database.
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Overview for operating rules

T  Aninstitution can have several active European student cards for each student;

9 The record of the student card on the registry is automatically deleted the day after its expiry

date. The student is informed by e-mail or text message of the card deletion.

Overview of rights by user profile for the exchange platform

9 Global functional administrator:

(0}

These rights are yet to be detened

9 Global technical administrator

(0}

Schedule the integration of institution student card files;

9 Functional supervisor for each country or region

(0}

O O O O O

Register an HEI;

Accept of refuse registration for an institution;

Generate API key for an institution;

Revoke API key for an institution;

Deactivate an institution;

Configure file format depending on the need for a region code in his perimeter;
Configure file format depending on recommendation for optional data set in his

perimeter.

I Functional administrator for an institution cluster:

(0}

This rights are yet to be determined

9 Institution administrator for an institution:

(0}

(0}
(0}
(0}

Create student card record in the ESC-R registry;

Update student card record in the ESC-R registry;

Inactivate student card record in the ESC-R registry;

Update information about his institution: contact information, technical information,

certificates.
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I 6. ESC registry technical architecture

The chapter describes the technical aspect of the ESC registry, including data exchange formats,

circumstances of use and expected service level.

Data exchange pivot format

The registry stores two kind of data:

9 High education institutions issuing European student cards;

9 Active European student cards, with limited data about the card holder.

A high education institution is described with the following compulsory data container.

country-
code
region-code

hei-pic-code

hei-cluster-
pic-code

hei-name
cards-

admin-email

technical-
admin-email

A datacontainer describing the API provided by the institution information system will be defined later.

HEI’s country
code

HEI’s region code

HEI’s PIC code

HEI’s cluster PIC
code, if the
institution
belongs to a
cluster

The official
institution name
Student card
functional
administrator
email address
Student card
technical
administrator
email address

Fixed length
string

Variable length
string

Fixed length
string

Fixed length
string

Variable length
string
Variable length
string

Variable length
string

300

320

320

Compulsory
Optional
Compulsory

Optional

Compulsory

Compulsory

Compulsory

Code ISO

NUTS code (level 1, 2
or3)

Provided by ERASMUS

Provided by ERASMUS

35/49



Two data containers describe a European student card:

1. The first container includes all the required data to identify the card, the card holder and his

rights. This container and all its fields are compulsory;

2. The second container describes academic and personal data about the student. All the field are

optional. Inclusion is by choice of the HEI. Country and region can provide guidelines or rules

regarding this choice.

hei-pic-
code
student-
code

european-
card-id

expiry-
date
student-
academic-
level

student-
email

card-type

PIC code of the HEI
that issued the card
Student code

European card
identifier

Student status expiry
date

Current academic level
of the student

Student email address

Card type

Fixed length
string
Variable
length string

Fixed length
string

Fixed length
string
Fixed length
string

Variable
length string

Fixed length
string

32

36

10

320

Compulsory

Compulsory

Compulsory

Compulsory

Optional

Compulsory

Compulsory

Provided by
ERASMUS

Student code in his
country, region or
home institution
UUID version 1,
replacing the MAC
address with a hash
of the PIC codes
YYYY-MM-DD

The European
Qualification
Framework (EQF)
defines 8 levels of
lifelong learning
curriculums. The
Bologna process
assigns to high
education students a
level between 6 et 8.
6: bachelor’s degree.
7: master’s degree.
8: doctorate.

Valid email address,
may be private of
provided by the home
institution

1: passive card, with
no electronic

2: Smartcard without
European common
data zone

3: Smartcard with
European common
data zone

4: Smartcard on
which application
may be installed by
service providers
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card-
electronic-
standard

card-
electronic-
provider

card-
electronic-
technology

student-
name

student-
phone-
number

The industry standard Hexadecimal
the card is compatible  fixed length
with string
The manufacturer that Hexadecimal
built the smartcard fixed length
string

Manufacturer Hexadecimal
technology, fixed length
conforming to an string
industry standard
First names, Variable 100
middle names length
and last string
names
Student Variable 15
mobile phone ' length

string

4

Compulsory

Compulsory

Compulsory

Optional

00: unknown or
passive card

03:1S0 14443

type A till level 3

06: ISO

14443 type B till level
2

07:1SO 14443 B till
level 3

Other codes will be
defined to be more
inclusive

00: not a smartcard,
or manufacturer
unknown

CO: Calypso

D1: NXP

Desfire EV1

Other codes will be
defined to be more
inclusive

0000: smartcard, or
card technology
unknown,

0001: MIFARE Classic
1k

0002: MIFARE
Classic 4k

0003 or 003A:
MIFARE Ultralight c

Every part of the name,

separated by a space, in the
home country expected order
OpenlIDConnect Standard

Optional

International format E164

for example: +3323456789

European student card import file format

During the first phase of the project, HEI must provide on a regular basis an XML file describing all the

cards that have been created, updated and deleted since the previous file.

The file must be named european-student-cards-[HEI Pic code]-[yyyymmdd-hhmm]-[ordering

number].xml.

The ordering number starts at 1 and is incremented after each file is generated.

The file is pushed by the HEI on a secure SFTP server hosted by the ESC-R.
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Expected character encoding is UTF-8.

The file contains a list of structured commands structured in the following way, ordered by time of the

events:

9 The recording of a new card, with the two data containers;
9 The update of an existing card, with the two data containers;

9 The removal of an existing card, with the European card identifier.

In order for the ESC-R to be able to certify a card quickly after it has been issued, the institution should

provide this file at least once a day.

Circumstances of use and expected service level

In production mode, during the experimentation phase, the ESC registry will abide by the service level

described below.

The registry can be called upon 24/24 7/7. Maintenance windows must be minimized and be scheduled
when the cards are less likely to be used, before 5 am and after 10pm on week-day, or any time during

week-ends.

The expected amount of European student cards at the end of the two years of experimentation is
200 000.

On average, one online certification is expected for each card every day. A majority (80%) happens during
HEI opening hours, between 8am and 7pm from Monday to Friday. At the end of the experimentation

phase, this amounts to an average load of 15 000 status check per hour (4 per second).
The response time requirement is as follows:

90% of transactions happens in less than 1 second;
95% of transactions happens in less than 2 seconds;

99% des transactions happens in less than 5 seconds;

=A =4 -4 -

Maximum of 10 seconds.
The availability requirement is as follows:

Availability rate is 99%. The registry is unavailable at most for 15 minutes a day on average;
Maximum tolerable incident rate is one incident a day;

Maximum tolerable period of disruption (MTPD) is one hour;

= =4 4 -

Recovery point objective (RPO) is one day. If a data loss occurs, the last data backup is at most

one day old.
These requirements suggest to:

9 Setup high availability mechanisms based on technical brick redundancy;

9T Setup supervision tools to be warned immediately and automatically in the case of failure;
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9 Setup metrology tools to measure the actual availability rate and learn how the card is really used
in the field.

Technology

In technical terms, the registry is implemented as HTTP services.
HTTP services can be designed in two ways:

T Whether according to a remote procedure call (PRC) paradigm. Services are called through the
SOAP protocol. HTTP is reduced to a transport layer. Security is usually provided through virtual
private network (VPN);

I Whether according to a resource-oriented paradigm (REST, for representational state transfer).
HTTP is used as a full-fledged application protocol. Security a provided by OAuth2 or Open Id

protocol (used by France Connect) and TLS encrypted canals.

Both paradigms are not completely irreconcilable. It is possible to design a RPC APl by drawing on REST
principle. It is a question of identifying resources, potentially nested, and implementing RPC standardized
methods in order to list, read, create, update et delete these resources. This improves readability et
discoverability of the API, and ensures than REST oriented et RPC oriented API are not completely
different from one another. Google proposed a standard for this REST inspired RPC API:

https://cloud.google.com/apis/design/resources.

Furthermore, an enterprise service bus (ESB) will help coordination between clients and services. It will be

in charge of receiving the XML card files and call the API to registry, update and delete the cards.

ESC registry APl will follow semantic versioning (described at http://semver.org/).

Ascending compatibility will be maintained as much as possible.

When possible, new parameters will be optional, with a default value compatible with previous

behaviour.

When compatibility cannot be maintained, the server will provide older version of the API in order to give

some time to clients to adapt.

Preferred data format is JSON.
Connexion will be encrypted with TLS.

Parameter sent with POST method must be transmitted in application/xwww-form-urlencodedormat.

Error guide
HTTP error code semantic will be used.
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Condition HTTP response code

At least one call parameter is invalid 400
Authentication is invalid 403
Call method is invalid. 405
The server encountered an error. 500
The server is under maintenance, or doesn’t 503

answer in order to protect itself from abuse.

The answer content must contain two different error messages. One of this message is intended to the

end user. The other one is intended for the client developer.

RPC SOAP implementation rules

Rules about this implementation are to be determined.
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| 7. Risk analysis (work in progress)

The European student card main purpose is to ensure a high level of confidence in the card holder student

status. Appropriate protection measures must be introduced against attempt to abuse the system.

This chapter analyse in what ways the system can be misused, and preventively include protection
measures coherent with the estimated risk level.

Note: the chapter content is a very early release of a work in progress.

Risks incurred

The card holder is not a V  Cost incurred for the service provider that offers an
student economically advantageous reserved for students
V  Unwarranted access to zone dedicated to students, like

entering HElI campuses.

The card holder identity is
not the one written on the
card

The card holder is a
student, but the ESC-R
registry doesn’t confirm it

Stealing of resources lent to the real student
Access to computers

Unwarranted access to a booked space
Student right denial

< <<

The risks inventory is to be completed. Each risk is to be qualified according to its criticality and frequency.

Threat scenarios

A third party impersonate a HEI and registry to the ERC-R.
A third party registers a false student card for a legitimate HE.
How can we ensure that the person or program that interacts with the ESC-R is legitimate?

A third party receives what is needed to issue cards (API key, holographic logo, UUID algorithm, etc.)

Protective measures:

9 A HEl cannot registry in the ESC-R by itself. Only the supervisor can do it.

I ERASMUS has the role of a trusted third party in order to identify legitimate HEI. The supervisor
must check that the HEI Pic code really exists.

9 The HEl is provided with an API key which is like a password to identify software clients. This key
is sent on secure canals. It can be revoked by the supervisor at any moment.

9 Every network exchange between the HEIl and the ESC-R are encrypted. Certificates are used.

9 IsIP filtering relevant?
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A stolen card is presented to a service provider.
Protective measures:

i To be determined.

A card is forged by mimicking the logo.

A card is forged by copying the QR code of a valid card.

Avalid card is used, but the photograph has been replaced by another.
Protective measures:

1 To be determined.

A third party poses as the ESC-R and receives the registration, updates and deletion of a HEI cards.
A third party poses as the ESC-R and answer to the certification in its place.
Protective measures:

1 To be determined.

A third party registry a counterfeit card in the ESC registry.

A third party registry a card in the ESC registry that has not been issued by the HEI. These digital only
cards can be used to certify cards that may be printed later by the third party.

Data registered in the ERC-R are false: expiration date is later than reality, false name, etc.
Protective measures:

M To be determined.

9 Limit the expiry date to one year in the future?

A third party delete a card in the registry.
Protective measures:

1 To be determined.
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A third party try to certify card with random car identifiers.
A third party manages to steal the data of the ESC-R.
Protective measures:

i To be detamined.

The ESC registry unavailability may by the consequence of a distributed denial of service (DDOS) attack.

This unavailability prevents the automatic check with QR code or Smartcard. The service provider is forced

to rely on visual control.

Furthermore, response time of the registry may be increased, resulting in longer queues and

disorganisation services if that happens at a time when students are coming in droves.
Protective measures:

9 Protect most APl with an API key;
9 APl that cannot be protected with a key must:
O Limit the number of call from the same source
0 Scanner must have a small timeout value, like 5 seconds.

0 A hash must be added on the card to be used like password?

Protection measures inventory

To be completed.

Processing personal data

Personal data stored depends on the choice made by each HEI, or choices of each country or region
The minimum personal data stored is the students email address.
At most, the ESC-R stores first name, last name, academic level and mobile phone.

A privacy impact assessment must be accomplished. It must study if the introduction a European card

identifier poses a risk of trackability.

The declaration formalities to the CNIL of each country participating in the experimentation must be
studied. The impact of the transfer of data between HEI's CMS and the ESC-R on the HEl own declaration

must be assessed.

Data retention in the ESC registry

Partial data about a card are retained 18 months after:

9 The expiry date;
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9 The removal by the HEI.

During this time, the data retained are data permitting the identification of the card and the student.

Personal and academic data are deleted.
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I Appendix

Summary of the requirements for issuing a European Student
Card

Rule Subject Rule

number

ROO1 Personal Obtain the consent of the student prior to register his card in the ESC
data registry
protection

R002 Card Include the ESC holographic logo according to the rules defined in chapter
physical 3
medium

RO03 Card Include the country code, the HEI PIC code and the student identifier on
physical the card
medium

R004 Card Generate a unique identifier for each card issued according to the method
physical laid out in chapter 3
medium

R0O05 Card Include an QR code on the card according to the method defined un
physical chapter 3
medium

R0O06 ESCregistry  Transmit the information required to registry the HEIl in the ESC registry

R0O0O7 ESCregistry  Transmit at least once a day a XML file including news cards, updated cards

et invalid cards
To be completed
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Proposal for the implementation of a multiservice card among
European HEIs

This presentation has been shown in Belin on 23-24 February 2017.

Proposal for the implementation
of a multiservice card
among European Universities

* We propose to take the following example

< astudent from Berlin University, traveling to Poitiers University. He wants to use the lzly wallet
with his card

* We don’t want to issue him a new card, just add Izly on the card of Berlin Universities
« This example serves only as POC (Proof of Concept)

« It is possible to imagine other exchanges of applications, for example on access control,
other wallets, etc.

* The example should highlight
 the use of Desfire EV2 (and the limits of the Desfire EV1)
< the use of the PIC, Participant Identification Code
« the exchange platform ESC-R European Student Card

Thelimits of the Desfire EV1 e

* The owner of the card must reserve, when the electrical personalization is done,
the memory slots for applications that do not belong to him, with:

* Known transport keys, AID known, known memory space, ...

* If this step is not performed, there is no way to add a third-party application to this
card

* Except to return the card to its owner, which is not always possible
* Except to share the master key of the cards, which is not secure

* Itis impossible to ask the European Universities to plan ahead all the applications
that could be added on their card

* an alternative solution is needed to load dynamically applications onto already issued
cards. This is what the Desfire EV2 offers.
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Contribution of theDesfireEV2 e

* The existence of keys related to delegated management (PICCDAMAuthKey,
PICCDAMMACKey, PICCDAMENCKey) allows dynamic loading of applications on
already issued cards

* These keys must be written on the cards:
* By the owner of the card
* At the time of their electrical personalization and via a writing SAM

For further technical details see document ¥ 9 {DElegated Application
Management on Desfire EV2® LIR T Q

PIC: Participant Identification Co ]

* For various reasons, the owner of the card has to be identifiable
* We propose to use the PIC, Participant Identification Code, and to write it into a
memory area DEUInfo (Data European University Info)
* Detail of the DUEinfo

¢ PIC zone with 9 digits
* to identify the institution

 Single 10 digit unique sequential number
* To identify the card if the CSN of the card is random
* This number could be delivered by the platform via a webservice

* The DEUInfo must be present on all cards in free reading mode

Use cases -

* The University of Berlin
* writes on his cards the DUE and the keys related to the delegated management when issuing the cards

* The student of Berlin inserts his card in a self-service terminal of the University of Poitiers
* The terminal reads the DEU and finds the PIC of the University of Berlin
* The terminal interrogates the common ESC-R platform to exchange with the University of Berlin
* Use of the ESC-R platform (https via APIs)

* The terminal requests permission to write an application on the card of the University of Berlin by describing
the application to be installed (izly, size, ...

* The University of Berlin

* May accept or refuse the request of the University of Poitiers

* Gives the technical information (secure exchange) allowing to write on the card (Dammac Certificate)
* The University of Poitiers

* The terminal installs the Izly application on the card of the University of Berlin

The Berlin card holds the lzly application, but how to activate it?
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The Izly APIs ~

To create an Izly account we provide the following APIs

- Students (Post) :
- allow creation of an izly right holder for a student
- Rightholders/{identifier}/smartcard (post) :
- to link a card to a right holder
- Rightholders (get) :
- to revocer information of an Izly right holder
- Rightholders (Put) :
- to change a right holder
- Rightholders/{identifier}/smartcard/{zdc} :
- to block a card (lost, stolen)

For APl documentation
- https://api-pp.nuonet.fr/app/#/
- send us a login request

Use case next) ~

* University of Poitiers
* The student of Berlin introduces his card into a terminal and enters his email
* Via the ESC-R platform (https link via APIs), the student status check is requested
* The University of Berlin sends a validation SMS to the student
* The student enters the code send by SMS, which is checked by the terminal
¢ The terminal reads the Izly application on the card and
* run, Students (Post) , to create of an Izly right holder
« run, Rightholders/{identifier}/smartcard (Post) to link a card to a right holder

* The student from Berlin
« Receives an email from Izly that allows him to activate his account
* His card is linked to his account

Implementationof DesfireEV2
andDelegatedApplication Managem

* Some videos uploaded by NXP
* https://youtu.be/wZBi8A_HBr8
* https://youtu.be/8LmZKewx5KO0
* https://www.mifare.net/en/CES2017/
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